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SEC proposes heightened cybersecurity risk disclosure
The U.S. SEC has proposed amendments to existing rules on public companies’ disclosure of cybersecurity, risk
management, strategy, governance, and incident reporting. The amendments would, inter alia, require public
companies to report on material cybersecurity incidents and periodic updates on past incidents, as well as the
companies’ policies and procedures on cybersecurity risk management, board oversight of cybersecurity risks and
directors’ cybersecurity expertise. SEC Chair Gary Gensler issued a statement in support of the amendments,
considering cybersecurity an emerging risk that must be addressed by public companies. Gensler stated that
standardized and periodic cybersecurity risk disclosure would enable investors to assess cybersecurity risks more
effectively. SEC Commissioner Hester Price released a dissenting statement arguing the proposed rules would
pressure companies to “adapt[] their existing policies and procedures to the Commission’s preferred approach”, while
noting that securities regulators are not “best suited to design cybersecurity programs.”
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